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Design Subject Matter Experts 
The following people provided key input into this design. 
 

NAME EMAIL ADDRESS ROLE/COMMENTS 

Ann Russell Ann.Russell@coalfire.com Consultant, Coalfire  

 

Trademarks 
The Townsend Security products and solutions discussed in this document are protected by U.S. and 

international copyright and intellectual property laws. Townsend Security is a registered trademark or 

trademark of Townsend Security, Inc. in the United States and/or other jurisdictions. All other marks and 

names mentioned herein may be trademarks of their companies.    

 

The VMware products and solutions discussed in this document are protected by U.S. and international 

copyright and intellectual property laws. VMware products are covered by one or more patents listed at 

http://www.vmware.com/go/patents. VMware is a registered trademark or trademark of VMware, Inc. in the 

United States and/or other jurisdictions.  

Solution Area Key Products 

VMware vCloud® 

Infrastructure 

VMware ESXi™, VMware vSphere™, VMware vShield Endpoint™, 

VMware vRealize Server™ and VMware vCloud Director® 

VMware vCloud® 

Networking and 

Security™ 

VMware vCloud® Networking and Security App™, VMware vCloud® 

Networking and Security Data Security™, VMware vCloud® 

Networking and Security Edge Gateway™, VMware vCloud® 

Networking and Security Manager™ 

VMware NSX™ VMware NSX Edge™, NSX Firewall, NSX Router, NSX Load 

Balancer, NSX Service Composer 

VMware vRealize™ 

Operations™ 

VMware vRealize™ Operations Manager™, VMware vRealize™ 

Configuration Manager™, VMware vRealize™ Infrastructure 

Navigator™, VMware vRealize™ Orchestrator™, VMware vCenter™ 

Update Manager™, VMware vRealize™ Automation Center™, 

VMware vRealize™ Log Insight™ 

 

 

mailto:Ann.Russell@coalfire.com
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Introduction 
 

Townsend Security’s Alliance Key Manager (AKM) provides a complete key management solution, including 

server setup and configuration, key lifecycle administration; secure key storage, key import/export, key access 

control, mirroring, and backup/restore. AKM supports compliance audit logging of all server, key access and 

configuration functions.  

 

AKM can be deployed as a privately managed Hardware Security Module (HSM), a dedicated Cloud HSM, a 

ready to use VMware virtual machine, or a ready to use AKM server in the cloud. Organizations can create a 

custom implementation across platforms to integrate with existing applications or for high availability mirroring. 

Server management is accessed via a secure web browser interface and you can create and manage 

encryption keys using the AKM Administrative Console. The AKM solution supports the generation of 

certificates and private keys needed for authentication between client and server. A number of client-side 

applications, pre-compiled libraries, and code samples are available to help key clients on a variety of 

platforms retrieve data encryption keys and perform remote encryption and decryption on the AKM server. All 

technical documentation and materials needed for deployment are located on the AKM Supplemental available 

on the Townsend Security website.  

 

This paper will concentrate on features provided when deploying AKM for VMware and its Key Connection for 

SQL Server feature. While this Product Applicability Guide is focused on Alliance Key Manager combined with 

the Key Connection for SQL Server solution, the concepts and principles apply to other databases and 

unstructured data protection, and data protection for web and in-memory applications in the VMware context. 

 

AKM for VMware: Alliance Key Manager for VMware is deployed as a virtual machine that you can run in your 

VMware environment. AKM for VMware allows you to quickly set up key retrieval or remote encryption in your 

client application. Initialization of the AKM server is controlled through a text interface Administrative Menu.    

Included with AKM is the AKM Administrative Console, a Windows GUI application used by key administrators 

to create, manage, and distribute encryption keys.  

 

AKM’s Key Connection for SQL Server:  AKM’s Key Connection for SQL functionality provides support for 

Microsoft SQL Server 2008 Enterprise Edition, or later, Transparent Data Encryption (TDE) and Cell Level 

Encryption and Extensible Key Management (EKM).   The SQL Server for TDE application supports critical key 

management best practices required by PCI DSS v3.0: 

- Separation of duties 
- Dual control 
- Split knowledge 

 

Using AKM client application to configure the Key Connection for SQL Server, the Key Administrator can 

create a key encryption key that is used to encrypt the SQL database encryption key.  When the Database 

Administrator creates the database encryption key, the KEK administered and stored within AKM is accessed 

using the KEK name rather than the actual key.  The KEK (or EKM key) is then used to encrypt the database 

encryption key.   The database encryption key is then stored encrypted in the database rather than in clear 
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text.   For organizations using column-level encryption, the database administrator can use the symmetric-key 

alias function to retrieve the encryption key from the AKM server. 

 
Figure 1:  AKM for VMware supports SQL Server Encryption 

 
 

 
 
 
 

  



 

  

 

T O W N S E N D  S E C U R I T Y  P R O D U C T  A P P L I C A B I L I T Y  G U I D E  6  
 

 

 

Townsend Security Product Applicability Guide for Payment Card Industry (PCI) 

VMware Approach to PCI Compliance 
 

The Payment Card Industry Data Security Standard (PCI DSS) is applicable to all types of environments that 

Store, Process, or Transmit Card Holder Data.  This includes information such as Personal Account Numbers 

(PAN), as well as any other information that has been defined as Card Holder Data by the PCI DSS v3.0. 

Cloud computing is no exception to the PCI DSS audit process, and many of the cloud’s advantages over 

earlier paradigms -- sharing of resources, workload mobility, consolidated management plane, etc. – 

themselves necessitate that adequate controls are adopted to help meet the PCI DSS audit. PCI 

considerations are essential for assessors to help to understand what they might need to know about an 

environment in order to be able to determine whether a PCI DSS requirement has been met. If payment card 

data is stored, processed or transmitted in a cloud environment, PCI DSS will apply to that environment, and 

will typically involve validation of both the infrastructure and the applications running in that environment.   

 

Many enterprise computing environments in various vertical industries are subject to PCI DSS compliance, and 

generally those that deal in any kind of financial transaction for exchanging goods and services rely on 

VMware and VMware Technology Partner solutions to deliver those enterprise computing environments. As 

such, these enterprises seek ways to reduce overall IT budget while maintaining an appropriate overall risk 

posture for the in-scope environment. One of the greatest challenges in hosting the next generation enterprise 

computing environment is consolidating many modes of trust required such as those required for a Cardholder 

Data Environment (CDE) and a Non-Cardholder Data Environment. 

 
For these reasons VMware has enlisted its Audit Partners such as Coalfire, a PCI DSS-approved Qualified 

Security Assessor, to engage in a programmatic approach to evaluate VMware products and solutions for PCI 

DSS control capabilities and then to document these capabilities in a set of reference architecture documents. 

The first of these documents is this Product Applicability Guide, which contains a mapping of the VMware 

products and features that should be considered for implementing PCI DSS controls. The next two documents 

in the solution framework series that, together with this Guide, comprise the PCI DSS Reference Architecture 

are the Architecture Design Guide and the Validated Reference Architecture, which are intended to provide 

guidance on the considerations to be made when designing a vCloud environment for PCI DSS as well as a 

lab validation exercise analyzing an instance of this reference architecture which utilizes the concepts and 

approaches outlined therein. For more information on these documents and the general approach to 

compliance issues please review VMware's Approach to Compliance.  

 

This Product Applicability Guide Addendum builds upon the base VMware control mapping and alignment for 

PCI DSS 3.0, which is documented in the VMware Product Applicability Guide for PCI-DSS 3.0 on the 

VMware Solutions Exchange under the Resource Tab. 

 

 

In addition, VMware and Coalfire are engaged with VMware Technology Partners to analyze their products and 

solutions with the goal of providing continuing examples to the industry. 

 

While every environment is unique, together VMware and its partners can provide a solution that potentially 

addresses over 70% of the PCI DSS technical requirements. 

 

https://solutionexchange.vmware.com/store/products/vmware-compliance-cyber-risk-solutions#.VUehT9NViko
https://solutionexchange.vmware.com/store/products/vmware-pci-compliance-and-cyber-risk-solutions#.VUegz9NViko
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Figure 2: PCI Requirements 
 

 

 

Figure 3: VMware + Partner Product Capabilities for a Trusted Cloud 
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Figure 4: VMware + Townsend Capabilities for a Trusted Cloud  
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Overview of PCI as it applies to Cloud/Virtual Environments 
 

The PCI Security Standards Council (SSC) was established in 2006 by five global payment brands (American 

Express, Discover Financial Services, JCB International, MasterCard Worldwide, and Visa Inc.).  The payment 

brands require through their Operating Regulations that any merchant or service provider must be PCI 

compliant.  Merchants and service providers are required to validate their compliance by assessing their 

environment against nearly 300 specific test controls outlined in the Payment Card Industry Data Security 

Standards (DSS).  Failure to meet PCI DSS requirements may lead to fines, penalties, or inability to process 

credit cards, in addition to potential reputational loss. 

 

The PCI DSS has six categories with twelve total requirements as outlined below: 

 

Table 1: PCI Data Security Standard 

 

 
 

The PCI SSC specifically began providing formalized guidance for cloud and virtual environments in October, 

2010. These guidelines were based on industry feedback, rapid adoption of virtualization technology, and the 

move to cloud computing environments.  Version 3.0 (and version 2.0) of the Data Security Standard (DSS) 

specifically mentions the term “virtualization” (previous versions did not use the word “virtualization”).  This was 

followed by an additional document explaining the intent behind the PCI DSS v2.0, “Navigating PCI DSS”.  

These documents were intended to clarify that virtual components should be considered as “components” for 

PCI, but did not go into the specific details and risks relating to virtual environments.  Instead, they address 

virtual and cloud specific guidance in an Information Supplement, “PCI DSS Virtualization Guidelines,” released 

in June 2011 by the PCI SSC’s Virtualization Special Interest Group (SIG).  
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Figure 5: Navigating PCI DSS 

 

 

 

 

 

The existing virtualization supplement was written to address a broad set of users (from small retailers to large 

cloud providers) and remains product agnostic (no specific mentions of vendors and their solutions).   

 

* VMware solutions are designed to help organizations address various regulatory compliance requirements.  

This document is intended to provide general guidance for organizations that are considering VMware solutions 

to help them address such requirements. VMware encourages any organization that is considering VMware 

solutions to engage appropriate legal, business, technical, and audit expertise within their specific organization 

for review of regulatory compliance requirements. It is the responsibility of each organization to determine what 

is required to meet any and all requirements. The information contained in this document is for educational and 

informational purposes only.  This document is not intended to provide legal advice and is provided “AS IS”. 

VMware makes no claims, promises or guarantees about the accuracy, completeness, or adequacy of the 

information contained herein.  Nothing that you read in this document should be used as a substitute for the 

advice of competent legal counsel. 

 

 
 
 

Summary of Relevant Changes from PCI DSS 2.0 to 3.0 
 

With the recent release of the PCI DSS (Data Security Standard) 3.0, while little additional guidance has been 

released with regard to virtualization specifically, there have been a number of enhancements and clarifications 

that may potentially have significant design & operational considerations above and beyond those which were 

required for compliance with the PCI DSS 2.0.  It should be noted that none of the new PCI DSS 3.0 

requirements or considerations are inconsistent with or materially different from those found in version 2.0, but 

rather are simply additions, enhancements, and clarifications.  An updated “Navigating PCI DSS” document for 

version 3.0 has not been released by the PCI SSC (Security Standards Council) as of the time of this writing. 
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With every iteration of the PCI DSS and the associated changes & updates, particularly when new requirements 

are presented, organizations are given additional time to implement these controls through the “Sunrise” 

process.  While entities can choose to manage their cardholder data environments under the PCI DSS 2.0 until 

December 31, 2014 at the latest, after this point all PCI DSS programs and audits must adhere to version 3.0.  

Additionally, many of the new requirements under the PCI DSS 3.0 are considered best practices until July 1, 

2015, giving organizations additional time to prepare to meet these new requirements in an appropriate manner. 

 

Many of the new controls and changes in PCI DSS 3.0 reflect the growing maturity of the Payment Card 

Industry, and the need to focus more on a risk-based approach and deal with the threats and associated risks 

which most commonly lead to incidents involving the compromise of cardholder data.  Along with the new 

controls and focus areas, version 3.0 provides PCI organizations and assessors with additional guidance and 

flexibility around designing, implementing, and validating the requisite PCI DSS controls.  It should also be noted 

that with increased guidance and flexibility in the standard and individual controls, a greatly increased level of 

stringency is required in the validation of those controls and the risk-based approach to managing PCI DSS 

requirements.  At a high level, the updates to version 3.0 of the DSS include: 

 

 Providing stronger focus on some of the greater risk areas in the threat environment  

 Providing increased clarity on PCI DSS & PA-DSS requirements  

 Building greater understanding on the intent of the requirements and how to apply them 

 Improving flexibility for all entities implementing, assessing, and building to the Standards 

 Driving more consistency among assessors 

 Helping manage evolving risks / threats  

 Aligning with changes in industry best practices  

 Clarifying scoping and reporting  

 Eliminating redundant sub-requirements and consolidate documentation 

 

We also have several key themes around managing PCI DSS 3.0 and taking a proactive business-as-usual 

approach to protecting cardholder data, and focusing primarily on security, as opposed to pure compliance, 

which have been updated in the latest version, and for which the PCI Security Standards Council has provided 

guidance.  The following is guidance from the “PCI DSS Version 3.0 Change Highlights” document regarding 

these high-level concepts and how they apply to PCI DSS 3.0:  

 

 Education and awareness  

Lack of education and awareness around payment security, coupled with poor implementation 

and maintenance of the PCI Standards, gives rise too many of the security breaches happening 

today.  Updates to the standards are geared towards helping organizations better understand 

the intent of requirements and how to properly implement and maintain controls across their 

business. Changes to PCI DSS and PA-DSS will help drive education and build awareness 

internally and with business partners and customers.  

 Increased flexibility   

Changes in PCI DSS 3.0 focus on some of the most frequently seen risks that lead to incidents 

of cardholder data compromise—such as weak passwords and authentication methods, 

malware, and poor self-detection—providing added flexibility on ways to meet the requirements. 

This will enable organizations to take a more customized approach to addressing and mitigating 

common risks and problem areas. At the same time, more rigorous testing procedures for 
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validating proper implementation of requirements will help organizations drive and maintain 

controls across their business.   

 Security as a shared responsibility  

Securing cardholder data is a shared responsibility. Today’s payment environment has become 

ever more complex, creating multiple points of access to cardholder data. Changes introduced 

with PCIDSS focus on helping organizations understand their entities’ PCI DSS responsibilities 

when working with different business partners to ensure cardholder data security.   

 

 

Cloud Computing 
 

Cloud computing and virtualization have continued to grow significantly every year.  There is a rush to move 

applications and even whole datacenters to the “cloud”, although few people can succinctly define the term 

“cloud computing.”  There are a variety of different frameworks available to define the cloud, and their definitions 

are important as they serve as the basis for making business, security, and audit determinations.  VMware 

defines cloud or utility computing as the following (http://www.vmware.com/solutions/cloud-

computing/public-cloud/faqs.html): 

 

“Cloud computing is an approach to computing that leverages the efficient pooling of on-demand, self-managed 

virtual infrastructure, consumed as a service. Sometimes known as utility computing, clouds provide a set of 

typically virtualized computers which can provide users with the ability to start and stop servers or use compute 

cycles only when needed, often paying only upon usage..” 

  

http://www.vmware.com/solutions/cloud-computing/public-cloud/faqs.html
http://www.vmware.com/solutions/cloud-computing/public-cloud/faqs.html
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Figure 6: Cloud Computing 
 

 
There are commonly accepted definitions for the cloud computing deployment models and there are several 

generally accepted service models. These definitions are listed below: 

 

 Private Cloud – The cloud infrastructure is operated solely for an organization and may be managed 

by the organization or a third party. The cloud infrastructure may be on-premise or off-premise. 

 Public Cloud – The cloud infrastructure is made available to the general public or to a large industry 

group and is owned by an organization that sells cloud services. 

 Hybrid Cloud – The cloud infrastructure is a composition of two or more clouds (private and public) 

that remain unique entities, but are bound together by standardized technology. This enables data 

and application portability; for example, cloud bursting for load balancing between clouds. With a 

hybrid cloud, an organization gets the best of both worlds, gaining the ability to burst into the public 

cloud when needed while maintaining critical assets on-premise. 

 Community Cloud – The cloud infrastructure is shared by several organizations and supports a 

specific community that has shared concerns (for example, mission, security requirements, policy, 

and compliance considerations). It may be managed by the organizations or a third party, and may 

exist on-premise or off premise. 

 

To learn more about VMware’s approach to cloud computing, review the following: 
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 VMware Cloud Computing Overview 

 VMware’s vCloud  Architecture Toolkit  

 

When an organization is considering the potential impact of cloud computing to their highly regulated and critical 

applications, they may want to start by asking: 

 

 Is the architecture a true cloud environment (does it meet the definition of cloud)? 

 What service model is used for the cardholder data environment (SaaS, PaaS, IaaS)? 

 What deployment model will be adopted? 

 Is the cloud platform a trusted platform? 

 

The last point is critical when considering moving highly regulated applications to a cloud platform.  PCI does 

not endorse or prohibit any specific service and deployment model.  The appropriate choice of service and 

deployment models should be driven by customer requirements, and the customer’s choice should include a 

cloud solution that is implemented using a trusted platform.    

 

VMware is the market leader in virtualization, the key enabling technology for cloud computing.  VMware’s 

vCloud Suite is the trusted cloud platform that customers use to realize the many benefits of cloud computing, 

including safely deploying business critical applications.  

 

 

 

 

 

 

 

 

 

 

 

 

  

http://www.vmware.com/solutions/cloud-computing/index.html#tab3
http://www.vmware.com/cloud-computing/cloud-architecture/vcat-toolkit3.html
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Figure 7: VMware Software Defined Data Center Products 
 

 
 

Figure 8: VMware End User Computing 
 

 
 

 
VMware provides an extensive suite of products designed to help organizations support security and 

compliance needs. The solutions’ collective functionality features, and specific PCI DSS requirements are 

addressed in the VMware Applicability Guide for PCI, which provide detail information about VMware’s 

support for PCI DSS v3.   

 

If you are an organization or partner that is interested in more information on the VMware Compliance Program, 

please email us at compliance-solutions@vmware.com 

 

  

https://solutionexchange.vmware.com/store/products/vmware-pci-compliance-and-cyber-risk-solutions#.VUeiE9NViko
mailto:compliance@vmware.com
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Figure 9: Townsend’s Virtual Environment Deployment 
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Townsend Security PCI Compliance Solution 

All merchants, service providers, financial institutions and other entities that store, process, or transmit payment 

cardholder data are required by card brands to comply with the Payment Card Industry Data Security Standard 

(PCI DSS). The use of virtualization technology in private clouds is not exempt from requirements of PCI DSS 

3.0, which raises the bar for security in a virtualized Cardholder Data Environment (CDE). Traditional physical 

security components that are usually deployed at the network edge make it difficult if not impossible to 

effectively monitor and control virtual components, so it is vital for organizations using virtual technology in the 

CDE to adopt tools that protect cardholder data. Townsend’s Alliance Key Manager supports encryption 

requirements by providing key management and encryption services for protection of cardholder data and PCI 

DSS compliance for organizations with a virtualized CDE. 

 

Table 2: Townsend Solution 

Solution 
Description 

Alliance Key 

Manager (AKM) 

for VMware 

Townsend Security’s Alliance Key Manager (AKM) provides a complete key 

management solution, including server setup and configuration, key lifecycle 

administration, secure key storage, key import/export, key access control, mirroring for 

all server key access and configuration functions.  

AKM can be deployed as a privately managed Hardware Security Module (HSM), a 

dedicated Cloud HSM, a ready to use VMware virtual machine, or a ready to use AKM 

server in the cloud. You can create a custom implementation across platforms to 

integrate with your existing applications or for high availability mirroring. Server 

management is accessed via a secure web browser interface and you can create and 

manage encryption keys using the AKM Administrative Console, the Windows GUI for 

key administrators. The AKM solution supports the generation of certificates and 

private keys needed for authentication between client and server.  

A number of client-side applications, pre-compiled libraries, and code samples are 

available to help key clients on a variety of platforms retrieve data encryption keys and 

perform remote encryption and decryption on the AKM server. All technical 

documentation and materials needed for deployment are located on the AKM 

Supplemental.  

 

AKM for VMware: Alliance Key Manager for VMware is deployed as a virtual machine 

that you can run in your VMware environment. AKM for VMware allows you to quickly 

set up key retrieval or remote encryption in your client application. Initialization of the 

AKM server is controlled through a text interface Administrative Menu.  

 

AKM key administrative activities are performed by crypto-officers or key custodians 

with the client based AKM Administrative Console.  Communication between the AKM 
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Solution 
Description 

Administrative Console and the AKM appliance use certificate and private keys to 

establish a secure TLS connection and perform authentication.  Certificates can be 

administered using the AKM Certificate Manager function. 

 

The virtual appliance is FIPS 140-2 certified (#1449). 

Key Connection 

for SQL Server 

 

A feature of AKM, AKM’s Key Connection for SQL functionality provides support for 

Microsoft SQL Servers 2008, or later, Transparent Data Encryption (TDE) and 

Extensible Key Management (EKM).    

 

Using AKM client application to configure the Key Connection for SQL Server, the Key 

Administrator can create a key encryption key that is used to encrypt the SQL 

database encryption key.  When the Database Administrator creates the database 

encryption key, the KEK administered and stored within AKM is accessed using the 

KEK name rather than the actual key.  The KEK (or EKM key) is then used to encrypt 

the database encryption key.   The database encryption key is then stored encrypted in 

the database rather than in clear text. 
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Townsend Security PCI Requirements Matrix Overview 

Townsend includes a demonstrable means for Enterprises to monitor, assess, and enforce key attributes of their 

Information Security Program in context with pertinent PCI DSS v3.0 Standards. When properly deployed and 

configured, the Townsend solution either fully meets or augments the following PCI DSS requirements: 

Table 3: Townsend PCI DSS Requirements Matrix for PCI DSS v3 
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Requirement 1: Install and maintain a firewall 

configuration to protect cardholder data 
35 2 0 2 

Requirement 2: Do not use vendor-supplied 

defaults for system passwords and other security 

parameters 

32 7 0 7 

Requirement 3: Protect stored cardholder data 44 16 1 16 

Requirement 4: Encrypt transmission of cardholder 

data across open, public networks 
11 4 0 4 

Requirement 5: Protect all systems against 

malware and regularly update anti-virus software or 

programs 

11 0 0 0 

Requirement 6: Develop and maintain secure 

systems and applications 
42 0 0 0 

Requirement 7: Restrict Access to cardholder data 

by business need to know 
10 3 0 3 

Requirement 8: Identify and authenticate access to 

system components 
43 0 0 0 

Requirement 9: Restrict access to cardholder data 

by business need to know 
44 0 0 0 

Requirement 10: Track and monitor all access to 

network resources and cardholder data 
41 17 0 17 

Requirement 11: Regularly test security systems 36 1 0 1 
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and processes. 

Requirement 12: Maintain a policy that addresses 

the information security for all personnel. 
47 0 0 0 

Requirement A.1: Shared hosting providers must 
protect the cardholder data environment  

8 0 0 0 

TOTAL 

 

404 

 

50 0 50 ** 

 

Notes: 

**   Note that there is some duplication of DSS v3 requirements addressed across multiple partner products. 

  



 

  

 

T O W N S E N D  S E C U R I T Y  P R O D U C T  A P P L I C A B I L I T Y  G U I D E  2 1  
 

 

 

Townsend Security Product Applicability Guide for Payment Card Industry (PCI) 

Townsend Security PCI Requirements Matrix (By Product) 

Alliance Key Manager 
 

Alliance Key Manager provides Enterprise customers and partners with a secure method of managing 

encryption keys for their data security applications. Alliance Key Manager deploys as a VMware key server 

software appliance in any data center environment. With built-in key replication, key retrieval, encryption service, 

and administrative controls, Alliance Key Manager is a secure and reliable key management solution for a wide 

variety of applications and operating systems. 

Alliance Key Manager provides solutions to support or meet PCI DSS controls.  Additional policy, process or 
technologies need to be used in conjunction with AKM solutions to fully comply with PCI DSS. 

 

Table 4: Applicability of PCI DSS v3.0 Controls to Alliance Key Manager  

PCI DSS V3.0 APPLICABILITY MATRIX  

REQUIREMENT CONTROLS 
ADDRESSED 

DESCRIPTION 

Requirement 1: Install and 

maintain a firewall 

configuration to protect 

cardholder data 

1.2 & 1.3  To ensure that the implementation of the AKM virtual 
appliance meets PCI DSS compliance, it should be 
deployed in a PCI DSS compliant network, whether 
deployed in the organizations Cardholder Data 
Environment (CDE) network segment or deployed in 
a dedicated segment for AKM.  It is recommended if 
AKM is being used for more than CDE application 
support, that it be placed in a dedicated network 
segment with appropriate firewall controls to protect 
the keys. 
  

A host based firewall is included with the AKM virtual 

appliance.  It includes pre-configured Linux firewall 

rules to control inbound connections to the AKM 

virtual appliance.  

The default settings are sufficient for running AKM.  

The organization has the option of adding rules to 

increase/improve security to the virtual machine 

(server) to address the organization’s business 

needs.  AKM uses standard Linux firewall rule.  

When properly configured the embedded firewall 

supplements Requirement 1.2 and 1.3 to ensure 

network traffic is limited to/from approved trusted 

networks and other traffic is denied. 

 



 

  

 

T O W N S E N D  S E C U R I T Y  P R O D U C T  A P P L I C A B I L I T Y  G U I D E  2 2  
 

 

 

Townsend Security Product Applicability Guide for Payment Card Industry (PCI) 

 AKM for VMware server firewall rules should be 
included in the organizations firewall configuration 
standards and changes introduced using the 
organizations change control procedures. The virtual 
appliance should be identified in network diagrams 
and included in the cardholder data flow processing 
diagrams showing communications from the CDE to 
AKM. 
  

Requirement 2: Do not use 

vendor-supplied defaults for 

system passwords and other 

security parameters 

2.1.a & b; 2.2.1.b; 

2.2.2.a; 2.2.4.a; 

2.2.5.a; & 2.3 

The AKM for VMware (AKM) virtual appliance is 

installed on a virtual machine, dedicated for key 

management activities.    Systems administrators 

access AKM using a web interface.  The appliance 

includes a pre-configured Linux operating system 

with unnecessary services disabled or removed.  

While the systems administrator can alter some 

settings to meet business needs, the AKM will not 

function unless it’s operating in FIPS mode.  

 

AKM is installed with a default local Linux account 

used for systems administration.  The systems 

administrator is instructed to change the password 

during the setup process (2.1.a & b) and must be 

changed prior to introduction into a production 

environment to be in compliance.  (Note there is only 

one systems administrator ID.  While care should be 

taken to minimize the number of individuals that 

know this password, appropriate procedures for 

secure backup/storage of the password should be in 

place to ensure the password is available should it 

be forgotten.   If this password was lost or comprised, 

key data would not be lost as long as automatic key 

database and secret key backups have been 

configured and are executed on a regular basis as 

recommended during the installation process. If the 

password is not recoverable, then the backups could 

be restored to a fresh AKM server and operations 

could commence per usual.) 

 

Installing AKM for VMware as the virtual appliance 

provided by Townsend Security supports 

Requirement 2.2 control requirements of only one 

primary function per server (2.2.1.b); only necessary 

servers, protocols, and daemons are enabled 

(2.2.2.a); and all unnecessary functionality is 
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removed from virtual appliance software (2.2.5.a).  

Security parameters are configured to prevent 

misuse (2.2.4.a) and if administrator changes 

settings such that the appliance is no longer in FIPS 

140-2 mode, AKM does not work. 

 

Non-console administrative access to the virtual  

machine running AKM for VMware is through the  

Web interface using an https connection (2.3) 

between the server and the administrator’s 

workstation. 

 

Requirement 3: Protect 

stored cardholder data 

 

 

3.2.b.&.c; 

3.4.b.c,&d; 3.5.1; 

3.5.2.b.&c; 3.5.3; 

3.6.1.b; 3.6.2.b; 

3.6.3.b; 3.6.4.b, 

3.6.5.b; 

3.6.6.b;3.6.7.b  

AKM supports compliance of Requirement 3 by 

providing secure key management for the encryption 

keys used to protect stored cardholder data.  

Documented policies, procedures, and retention 

procedures will be required for protecting cardholder 

data will need to be developed independently. 

 

While documented key management procedures are 

required to address organization specific key 

management details, the AKM Administrators Guide 

can provide procedures for using the AKM Admin 

Console, a Windows GUI.  The Admin Console 

processes one key management command at a time. 

Each request is formatted and sent to the AKM 

server and a response is returned to the Admin 

Console, after which the communications session will 

end. The Admin Console does not maintain a 

persistent connection to the server.  

 

The Admin Console supports dual control over key 

management operations. 

 

By using the AKM to administer strong encryption 

keys, an organization can meet the requirements to 

render cardholder data (3.4.c) and (3.4.d) unreadable 

during storage through the use of  

 One-way hash using strong cryptography 
(NIST Secure Hash Algorithm) 

 Strong Cryptography (NIST AES) 
to encrypt data files (DSS 3.4.b); removable media 

(DSS 3.4.c); and audit logs (DSS 3.4.d).  Additionally, 
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for issuers and issuers service providers with a 

documented business justification for sensitive 

authentication data (DSS 3.2.b & c), this same 

technology can be used to encrypt and protect that 

data.  (Note, unless directly involved in issuer 

activities, no organization can store sensitive 

authentication data, whether encrypted or not, after 

the transaction has been authorized.) 

 

Key management activities directly required in DSS 

Requirement 3.5 and 3.6 provided by AKM include 

the following.  While procedures for using AKM for 

VMware to manage encryption keys are available in 

the AKM Administrators Guide, these procedures will 

need to be supplemented by organization specific 

key management procedures: 

 Through private keys and certificates (PKI 
credentials using X.509 authentication) that 
provide the TLS connection between the 
AKM Administrators Console and the AKM 
servers, access to key management 
activities are is limited to least number of 
custodian’s necessary (3.5.1). To access key 
management functions, the approved key 
manager must have the AKM Administrators 
Console on their computer and have a 
certificate administered by the AKM 
Administrator.  Procedures should be in 
place to ensure that PKI credentials are 
revoked when key managers leave the 
organization or no longer have key custodian 
responsibilities. 

 Encryption keys are stored in the AKM server 
encrypted using key encryption keys 
(3.5.2.b) 

 Key encryption keys are stored in the AKM 
protected with RSA 2048-bit 
encryption(3.5.2.c) 

 Key storage is limited to the AKM server 
(3.5.3).  Keys are generated automatically 
with an industry standard random number 
generator and not displayed or made 
available to key custodians protecting the 
keys from being copied outside of 
established AKM processes. When copied 
for backup purposes, the AKM provides 
additional encryption of the backup images 
and separates the DEK from KEK and 
Authentication Keys (AK) 
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 AKM provides strong encryption keys by 
generating keys using NIST certified random 
number generator (3.6.1.b) and meets FIPS 
140-2 requirements for strong key 
generation. 

 AKM never distributes keys in clear text.  All 
key management activities, including key 
distribution of data-encryption-keys, are only 
available using secure and mutually 
authenticated TLS communication (3.6.2.b) 

 AKM stores encryption keys. DEKs are 
stored encrypted using the KEK and AK 
(authentication key) (3.6.3.b).  KEK and AK 
are stored separately and are encrypted 
using RSA 2048-bit. 

 AKM allows pre-defined crypto-periods that 
are administrator defined settings for the time 
period that a particular key can be used.  
When the end of a crypto-period is reached, 
the new keys will automatically be generated 
and used (3.6.4.b) and retired keys retained 
and used for decryption only. 

 When the crypto administrator determines 
that replacement keys are needed to 
maintain the integrity of the encryption keys 
can be revoked, deleted, or manually rolled 
(3.6.5.b) 

 PCI DSS 3.6.6.b requires the use of split 
knowledge and dual custody when manual 
clear-text key management activities are 
performed.  While AKM does not perform 
clear-text key administration – keys are 
generated by the AKM server – dual control 
is provided should an organization need it. 
(3.6.6.b) 

 To prevent unauthorized substitution of keys, 
key administrators can restrict access to 
specific users or groups of users.  The users 
and groups can be defined on a system 
level, or at the level of each key (3.6.7.b). 
Mutual authentication is required before keys 
are released from the AKM server  

Requirement 4: Encrypt 

transmission of cardholder 

data across open, public 

networks 

4.1.c, d, e & f A typical use of AKM for VMware will not include 

transmitting cardholder data to the AKM virtual 

appliance, but if it is determined that removing 

encryption keys from the virtual appliance is high risk, 

the organization can choose to encrypt/decrypt the 

cardholder data in the AKM.  

 

If an organization decides to encrypt and decrypt 
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cardholder data in the AKM virtual appliance,  

 the connection between requesting system 
and the AKM is TLS encrypted during 
transmission (4.1.c) 

 certificates are created by the FIPS 140-2 
compliance AKM virtual appliance (4.1.d) 

 the default implementation of AKM for 
VMware ensure that the system 
configurations is implemented to use only 
secure configurations and does not support 
insecure versions or configurations (4.1.e) 

 proper encryption strength is implemented 
for the encryption methodology in use (4.1.f) 

 

When encryption keys are retrieved for 

encryption/decryption on the server storing the 

cardholder data, the encryption keys is authenticated 

by a TLS session. 

Requirement 5: Protect all 

systems against malware and 

regularly update anti-virus 

software or programs 

N/A AKM for VMware does not directly contribute to this 

requirement.   

 

Requirement 6: Develop and 

maintain secure systems and 

applications 

 

N/A AKM for VMware does not directly contribute to this 

requirement.   

 

When patching Linux servers, it’s important that 

patches for the Linux system supporting the AKM 

virtual appliance are provided by Townsend Security 

to ensure that security components required to retain 

FIPS 140-2 compliance are not impacted. 

Requirement 7:  

Restrict access to cardholder 
data by business need to know  

7.2.1; 7.2.2; 7.2.3 While access control policies and procedures should 

be written such that AKM access and rules for 

assigning access to specific encryption keys and 

certificates are included in the documented 

procedures AKM for VMware provides access 

controls for all supported components as required by 

7.2.  

 

Access rights to individuals administering AKM for 

VMware or crypto-officers responsible for key 

management activities are granted access by the 

AKM systems administration using the web interface 

into AKM for VMware, thus supporting PCI DSS that 
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access be based upon job responsibilities (7.2.2).  

Roles for AKM access can be defined as follows:  

 A system administrator who is response for 
the operations of the AKM VM, AKM service 
(starting/stopping) configuring syslog, 
firewall, backups, mirroring, etc. All of this is 
accomplished through the web interface. 

 A crypto-officer is responsible for the creation 
and management of data encryption keys 
throughout their entire lifecycle. Work is 
performed using the Administrative Console, 
which can be deployed to support dual 
control if more than one key custodian is 
preferred.  

 Access rights to keys are administered by 
the crypto-officer/key manager.  Certificates 
created for accessing the AKM stored keys 
are assigned by the crypto-officer and 
distributed by the AKM administrator. 

 

A key requestor can only connect to AKM over TLS, 

so the system/individual requesting the key must 

include the assigned certificate, and request keys by 

name or instance ID.  The key administrator is 

responsible for administering the key access policies 

associated with the key, including: the following 

options available: 

- Anyone presenting the certificate 
- User 
- Group 
- User + Group  

 

All other access is denied by default by the AKM for 

VMware application (7.2.3) 

Requirement 8:  

Identify and authenticate 
access to systems 
components 

N/A AKM for VMware does not directly contribute to this 

requirement.   

 

AKM for VMware uses local X509 certificates for 

authentication of key requestors and crypto-officers 

as well as a username and password for the AKM 

Systems Admin and does not override any PCI DSS 

control requirements implemented for its use. 

 

Additionally, anyone requesting access to an AKM 
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certificate for purpose of encrypting or decrypting 

cardholder data will need to be authenticated using 

the organizations LDAP or Active Directory account. 

 

Note on termination procedures: Key Managers 

responsible for administering access rights to 

encryption keys (see Requirement 7) must have 

procedures in place for revoking access for 

terminated employees or changes in employ’s job 

descriptions that no longer require access to the 

encrypted data. 

Requirement 9:  Restrict 

physical access to cardholder 

data  

N/A AKM for VMware does not directly contribute to this 

requirement.   

 

Requirement 10: Track and 

monitor all access to network 

resources and cardholder data 

10.1; 10.2.1; 10.2.2; 

10.2.4; 10.2.5.a & b; 

10.2.6; 10.2.7;  

10.3.1 – 6; 10.4; 

10.5.2; 10.5.3 

AKM for VMware’s virtual appliance is pre-configured 
to capture audit, error, and trace logs for the virtual 
appliance and access is linked to systems 
administrator or key manager performing the 
activities (10.1). 
 
AKM for VMware provides audit records for operating 
system and key management application changes as 
required by 10.2, including: 

 All individual access to cardholder data – 
while not logging access to cardholder data, 
AKM logs access to the keys encrypting the 
data recording individuals requesting the keys 
to encrypt/decrypt the cardholder data 
(10.2.1). 

 All actions taken by the AKM virtual 

appliance administrator (10.2.2). 

 Invalid logical access attempts (10.2.4) 

 Use of identification and authentication 

mechanisms (10.2.5.a) including AKM 

administrator account and certificates 

used by key managers to access AKM 

via the AKM console. 

 All elevation of privileges (10.2.5b) including 
administration of key manager access rights. 

 Initialization of audit logs on virtual appliance 
(10.2.6). 

 Creation and deletion of system level objects 
(10.2.7). 

 
Audit records include data as required by 10.3, 
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including: 
 User identification (10.3.1) 

 Type of event (10.3.2) 

 Date and time (10.3.3) 

 Success or failure indication (10.3.4) 

 Origination of event (10.3.5) 

 Affected data, system component, or 
resource  (10.3.6) 

 

AKM for VMware supports use of an organization’s 
time server to ensure time stamps are consistent 
across the organizations servers.  While AKM 
provides a feature for changing the AKM’s time, it is 
recommended that the organizations rNTP time 
server is used (10.4) 

 

Logs are written and stored in standard syslog format 
(RFC 3164) and cannot be alterable (10.5.2).  AKM 
can be configured to send logs to an organizations 
central syslog server (10.5.3) or SIEM for retention (1 
year required for all activities related to cardholder 
data security and processing) and analysis. 

 

All key management activities are logged by the 
AKM.  While the AKM stores all activity logs on the 
appliance, it is recommended that key management 
activity logs are transferred to the organizations 
central log server, as well as systems logs. 

 

AKM doesn’t support activity monitoring as required 
by PCI DSS, procedures for monitoring AKM 
activities should be included in the organizations 
audit activities including processes for identifying 
potentially unauthorized activities or requests for 
encryption keys. 

Requirement 11: Regularly 

test security systems and 

processes. 

11.5.a AKM supplements requirement 11 by providing 

integrity checks for the keys stored in the virtual 

appliance.   

 

Internal scanning activities, pen testing, and intrusion 

detection should include the virtual machine where 

the AKM virtual appliance is installed. 

 

AKM for VMware includes integrity checking.  

Integrity checks include changes to keys, access 
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policies, and expiration dates that could represent a 

compromise to the keys.  Integrity check failure will 

be reported to the AKMerror.log (11.5.a). 

 

Organizations will need to monitor the AKMerror.log 

for possible compromises.  To generate alerts to 

notify management of possible compromise to the 

keys, AKMerror.log should be monitored by the 

organizations SIEM and alerts generated. 

Requirement 12: Maintain a 

policy that addresses the 

information security for all 

personnel. 

 

N/A AKM for VMware does not directly contribute to this 

requirement.   

 

Requirement A.1: Shared 

hosting providers must protect 

the cardholder data 

environment 

N/A AKM for VMware does not directly contribute to this 

requirement.   
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KEY CONNECTION FOR SQL SERVER 
 

The Townsend Security Key Connection for SQL Server application fully supports the Microsoft Extensible Key 

Management architecture of SQL Server through the EKM Provider software called Key Connection for SQL 

Server. This software integrates seamlessly with Microsoft SQL Server to protect encryption keys in the 

Townsend Security Alliance Key Manager for VMware solution. These two components working together 

support all versions of SQL Server EKM from version 2008 through 2014 and enables companies to address 

audit requirements for dual control and separation of duties by storing SQL Server 2008/2012/2014 encryption 

keys securely on a FIPS 140-2 compliant software appliance. Whether encrypting data with Transparent Data 

Encryption (TDE) or Cell Level Encryption on Microsoft SQL Server, managing the encryption keys away from 

the database is the best way to ensure the encrypted data remains secure.    

 

Key Connection for SQL Server, a component of AKM, provides solutions to support or meet PCI DSS controls.   

Refer to Table 4: Applicability of PCI DSS v3.0 Controls to Alliance Key Manager for VMware, above, for 

information about control requirements addressed by AKM for VMware. 

Additional policy, process or technologies will be needed to be used in conjunction with AKM solutions to fully 
comply with PCI DSS. 

Table 5: Applicability of PCI DSS v3.0 Controls to Key Connection for SQL  

PCI DSS V3.0 APPLICABILITY MATRIX  

REQUIREMENT CONTROLS 
ADDRESSED 

DESCRIPTION 

Requirement 1: Install 

and maintain a firewall 

configuration to protect 

cardholder data 

N/A Key Connection for SQL Server does not directly 

contribute to this requirement.   

Requirement 2: Do not 

use vendor-supplied 

defaults for system 

passwords and other 

security parameters 

 

N/A Key Connection for SQL Server does not directly 

contribute to this requirement.   

Requirement 3: Protect 

stored cardholder data 

3.4.b Key Connection for SQL Server provides support for 

data encryption on SQL servers when SQL’s 

Transparent Data Encryption (TDE) feature is used or 

when the application uses data field (cell) encryption. 

(DSS 3.4.b) 

 

While not directly responsible for encrypting the PAN 
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PCI DSS V3.0 APPLICABILITY MATRIX  

REQUIREMENT CONTROLS 
ADDRESSED 

DESCRIPTION 

stored in a database, when an organization uses 

SQL’s TDE data-encryption-keys, AKM’s SQL Server 

for TDE Application feature encrypts the TDE data-

encryption-keys with a KEK (key-encryption-key) 

created and protected by AKM for VMware Key 

Server.  While the AKM key administrator creates the 

KEK, the database administrator (DBA) created DEK 

is stored encrypted in the database without being 

known to the DBA. 

 

An alternative encryption option supported by AKM for 

VMware is Cell (or column) Level Encryption.  Key 

Connection for SQL Server performs encryption and 

decryption tasks using industry standard AES with 

keys stored and protected by the AKM for VMware 

key server. The database administrator creates a 

symmetric key alias which points to the key name on 

the AKM server when it is necessary to retrieve the 

key for encryption/decryption. 

 

Requirement 4: 

Encrypt transmission of 

cardholder data across 

open, public networks 

 

N/A Key Connection for SQL Server does not directly 

contribute to this requirement.   

Requirement 5: Protect 

all systems against 

malware and regularly 

update anti-virus 

software or programs 

N/A Key Connection for SQL Server does not directly 

contribute to this requirement.   

Requirement 6: 

Develop and maintain 

secure systems and 

applications 

 

N/A Key Connection for SQL Server does not directly 

contribute to this requirement.   

 

Requirement 7:  

Restrict access to 
cardholder data by 

N/A Key Connection for SQL Server does not directly 

contribute to this requirement.   
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PCI DSS V3.0 APPLICABILITY MATRIX  

REQUIREMENT CONTROLS 
ADDRESSED 

DESCRIPTION 

business need to know   

Database access controls must be provided to restrict 

access to cardholder data. 

Requirement 8:  

Identify and 
authenticate access to 
systems components 

N/A SQL Server for TDE Application does not directly 

contribute to this requirement.  DSS 8.7 database 

authentication/access control requirements for 

databases with cardholder data must be addressed 

with standard operating system, database, and 

application access controls. 

Requirement 9:  

Restrict physical access 

to cardholder data  

 

N/A Key Connection for SQL Server does not directly 

contribute to this requirement.   

Requirement 10: Track 

and monitor all access 

to network resources 

and cardholder data 

N/A – refer to table 4 AKM maintains audit logs which capture all successful 
key retrievals, encryption and key management 
operations and logs are provided and supported as 
documented in table 4.  Key Connection for SQL 
application logs to the Windows Event Manager on the 
SQL database server. 

 

For additional information about AKM for VMware 
logging, refer to the AKM for VMware PCI DSS 
Requirements table 4. 

Requirement 11: 

Regularly test security 

systems and processes. 

 

N/A Key Connection for SQL Server does not directly 

contribute to this requirement.   

Requirement 12: 

Maintain a policy that 

addresses the 

information security for 

all personnel. 

N/A Key Connection for SQL Server does not directly 

contribute to this requirement.   

Requirement A.1: 

Shared hosting 

providers must protect 

the cardholder data 

environment 

N/A Key Connection for SQL Server does not directly 

contribute to this requirement.   
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Summary 

Cloud computing and threats to sensitive data such as that covered by the Payment Card Industry under their 

Data Security Standards are both evolving. The benefits and maturity of cloud computing led by VMware and 

the Software Defined Data Center have led VMware's customers and partners to host most (and approaching 

all) of the enterprise applications on this platform. To answer that need VMware and its Technology and Audit 

partners have delivered a set of documentation pertinent to mainstream regulations such as PCI DSS version 

3.0. Internalizing the information available on VMware Solution Exchange is the first step in understanding 

which of the VMware products can be leveraged along with features and capabilities that should be considered.  

This paper gives guidance on Townsend Security product suite’s applicability for addressing support of PCI DSS 

version 3.0 control requirements.    
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®
 brand that clients use 

to efficiently manage IT controls and keep pace with rapidly changing regulations and best practices. Coalfire’s 

solutions are adapted to requirements under emerging data privacy legislation, the PCI DSS, GLBA, FFIEC, 

HIPAA/HITECH, NERC CIP, Sarbanes-Oxley and FISMA. For more information, visit www.coalfire.com. 
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